http://www.poreskaupravars.org/download/SCCSP.zip
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Ministarstvo finansija

Poreska uprava
Republika Srpska

Uputstvo za podesavanje Mozilla Firefox -a za pristup serveru Fiskal
Poreske uprave Republike Srpske

Potrebno je da se na desktop racunaru ili laptopu instalira program SCCSP (uobicajena
instalacija programa). Mozilla Firefox koristi Schlumberger smart kartice.

Schlumberger smart kartica

Poslje zavrSetka instalacije postaviti smart karticu u Citac.
Napomena: Cip smart kartice mora biti okrenut prema gore.



3. Pokrenuti Mozilla Firefox. Na toolbar traci izabrati Tools pa Options.

es a client certificate - Mozilla Firefox

Web Search Zkrl4HE 3

= | Downloads Chrl+]
"*"_H (= Add-ons Boaks
‘g5 a client certifi.. Java Consale
| Error Console Zkrl4+5hift+1 I
Page Info

wjuires a cli€  clear private Data..  Ctrl+Shift+Del

Opkions... eCuUre
4. U novom prozoru koji se otvori kliknuti na ikonu Advanced, u dialogu koji se otvori kliknuti na
karticu Encryption. Na desnoj strani prozora se nalazi dugme Security Devices na koje treba
kliknuti. Napomena: ¢ek boks Use TLS 1.0 je opciono, u zavisnosti od verzije programa
Mozilla Firefox.

Options [Z|

2

T

TEEEE

Main Tabs Content  Applications  Privacy  Secority  Advanced

‘General | Metwork | Update | Encryption |

Protocols

Use 55L 3.0 Use TLS 1.0

- Certificates
when a server requests my personal certificate:

() Select one automatically (5 Ask me every time

| Wiew Certificates | | Rewvocation Lisks |2 *4 Security Devices
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5. U prozoru koji se otvori kliknuti na Load.

©J Device Manager

Security Modules and Devices
=l M35 Internal PKCS #11 Module
Generic Crypko Services

Software Security Device
= Mew PECS#11 Module

OMMIKEY CardMan 3x21 0

- o |
[=! Builtin Riooks Module

Builtin Object Token

Details

Yalue

| EnableFrPs |

Slededi prozor zahtjeva da se ucita dll fajl. Kliknuti na Browse i pronadi dll fajl na desktop
racunaru ili laptopu i ucitati isti.

%3 Load PKCS#11 Device

Enter the information For the module you wank ko add,
_ Module Marme: | e P
http://www.poreskaupravars.org/download/slbCk.zip

kiC5#11 Module

*| Erowse. . |

L 8] 4 | | iZance| |

Module filename:
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7. U novom prozoru oznaciti dll fajl i kliknuti na Open.

Loak irc | i3 Ciyphofles “ O F -

CaCsP
My Recart | .. PECS#11_BK_2048
Documents TIPKCS#1 1 _GenkeysOrCard_BK

-~ T PECSE] 1 _GenkeysOnCard_3k_ 2048

K. Bscose
1

Ta SLEPersaTool
[2) Transportiiey (HEX)

8. U prozoru koji se otvori kliknuti na OK.

©3 Load PKCS#11 Device

Enker the information For the module wou want ko add.

Module Mame: | New PECS#11 Module

Module filenarme: | DdrajveritalenstCryple Eﬁrnwse...

‘ | 4 | Cancel
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9. Unovom prozoru kliknuti na OK.

Are you sure wou wank bo install this security rmodule?
Module Marme: MNew PEKCS#11 Module
Path: Duldrajveritalens\ Cryptoflext slbCk. dl

* | i, | Cancel

10. Kada su zavrseni predhodni koraci potrebno je zatvoriti sve prozore Mozilla Firefox-a, izvaditi
smart karticu iz Citéa, poslje par sekundi ponovo vratiti karticu u ¢ita€. Kada je smart kartica u
Citacu pokrenuti Mozilla Firefox, u adres baru unjeti adresu servera Fiskal
https://fiskal.porskaupravars.org, kliknuti Enter kako bi se web stranica ucitala.

11. koji se otvori trazi¢e da se unese PIN kod, kada je uneSen PIN kliknuti na OK.
Napomena: PIN kod je cetverocifreni broj.

Password Required

9 Flease enter the master password for the Card at slok #1.

4 ool
2 *| O, | | Cancel
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12. U novom prozoru kliknuti na OK.

User Identification Request

This site has requested that you identify yourself with a certificate:
fiskal . poreskaupravars. orgi 443

iQrganization: "Poreska uprava Republike Srpske”

Issued Under: "Poreska uprava Republike Srpske”

Choose a certificate to present as identification:

b ard ak slot #1:Lanako #1's Pores

rava R like 5

ka up epub rpske ID [10:3C A0

FE 00 0o 0 00 00: &

Setial Murnber: 10:3C:60:FE:00:00:00:00:00: AR

Malid from 9.10.2008 12:33:41 ko 9,10,2009 12:43:41

Certificate Key Usage: Signing,Mon-repudiation, Key Encipherment, Data Encipberment
i Email: office@lanaco,com
| Issued by: Ch=PuRS Fiskal Ca, O=Poreska uprava Republike Srpske, Z=B4
| Stored in: Card at st #1

I

| | Zancel

X

13. Poslje unoSenja PIN koda potrebno je unjeti korisnicko ima i lozinku.

MPAjaEs KOpCHIKA

FK.OpHCHHYKD MME: |

MNozkHEa: |

D JanamMTH NoAaTE:S

g Nprizes |

EZopyright by Poreska uprava Republike Srpske, 2008




